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Current State

• Over the past few decades the volume 
of electronic records that state 
agencies and local government units 
create and receive has grown 
exponentially.

• Maintaining access over time to usable, 
authentic and trustworthy government 
records – especially records with long-
term and permanent retention – is a 
significant challenge because of 
technology obsolescence and the unique 
characteristics of electronic content 
and digital information systems.
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Session Overview and Objectives

• Describe characteristics of long-term digital records

• Summarize digital continuity risks 

• Highlight public sector RIM requirements and capabilities

• Explain preservation-ready records

• Wrap-up
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Long-Term Records 
Requirements

What’s the Buzz?

4



What Constitutes Long-Term?

• ISO 14721 defines long-term as "long enough to be concerned with 
the impacts of changing technologies, including support for new media 
and data formats, or with a changing user community.”  

• Long-term may extend indefinitely and impact operational as well as 
archival systems
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Scope of the Digital Continuity Challenge

• Long-term, by consensus, 
came out to be anything 
beyond 10 - 15 years 
because that is the 
timeframe beyond which 
they begin to lose control of 
logical and physical 
migration
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Digital Record Challenges

• Digital records are lost to future 
generations as hardware and software 
becomes obsolete – a Digital Dark Age

• Two thirds of digital records are held 
outside RM and ECM systems –
Information Governance blind spot

• 60%+/- of technology investment is 
spent on maintaining legacy 
applications in order to access e-
records – Keeping the lights on 



Faceted Challenges 

• Technical

• Inherent instability of media

• Undetectable changes to digital files

• Scale and reliability

• Non-Technical

• User behavior

• Institutional support and budgets

• Changing producer and user environments
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Common Organizational Risks

• Organization cannot recruit (or retain!) sufficient staff with 
requisite skills and knowledge

• Funding may not fully cover the costs

• Collaboration may be difficult to achieve

• Digital preservation is not seen as a shared responsibility and 
organizational value

• Failure to act in time to ensure access and readability

• Fragmentation across units, geographies and systems 
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Public Sector Trends in 
Requirements and 
Capabilities10
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https://www.whitehouse.gov/the-press-
office/2011/11/28/presidential-memorandum-managing-
government-records

https://www.whitehouse.gov/sites/default/files/omb/mem
oranda/2012/m-12-18.pdf



Government in the 21st Century
• To promote continued job growth, efficiency, and the social good, 

the default state of new and modernized Government information 
resources shall be open and machine readable. 

• Government information shall be managed as an asset throughout 
its life cycle to promote interoperability and openness, and, 
wherever possible and legally permissible, to ensure that data are 
released to the public in ways that make the data easy to find, 
accessible, and usable. 

• Executive departments and agencies shall ensure that they 
safeguard individual privacy, confidentiality, and national security.
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•Designate a Senior 
Agency Official 
(SAO)

•Ensure Permanent 
Records are 
identified and 
transferred to 
NARA

•Ensure records are 
scheduled

•Certify and train 

What          When        How 

By 2019, Federal 
agencies will manage 
all permanent 
electronic records in 
an electronic format 

By 2016, Federal 
agencies will manage 
both permanent and 
temporary email 
records in an 
accessible electronic 
format 

Federal agencies shall work 
toward two central goals. 

Goal 1: 
Require Electronic 
Recordkeeping to Ensure 
Transparency, Efficiency, and 
Accountability 

Goal 2: 
Demonstrate Compliance with 
Federal Records Management 
Statutes and Regulations 



Definition: CHAIN OF CUSTODY

• n. ~ 1. Records · The succession of offices or persons 
who have held materials from the moment they 
were created. 

• The ability to demonstrate an unbroken chain of 
custody is an important test of the authenticity of 
records or evidence.
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Definition: INTEROPERABILITY

• n. ~ Computing · The ability of different systems to use and 
exchange information through a shared format.
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Interoperability in the technical sense 
tackles the problem of digital obsolescence 
by reducing the dependency of files and 
records on a particular combination of 

hardware and software.



DoD 5015.2 MoReq2
• Functional 

Requirements for 
records 
management 
software

• Defines required 
system interfaces 
and search criteria

• Describes minimum 
records 
management 
requirements based 
on current NARA 
regulations

• Records management specification that 
describes “modular requirements for 
records systems”

• Four main components:

• Specification

• Metadata model

• Testing framework, and 

• XML schema

• Helps avoid “one size fits all” approach
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MoReq2 Specification
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100 years!



Public Sector Bulk Records Transfer 

• Transferring records and aggregations due to 
organizational changes and/or redistribution of business

• Transferring records and aggregations with archival value 
for permanent retention 

• Transferring records and aggregations due to reasons such 
as corporatization, privatization or outsourcing

18



Preservation Strategies



Long-Term Operational Records
• Employment service and history files

• Litigation files

• Inmate records

• Licenses

• Permits

• Well, tank and log files

• Geographic information system data – maps

• Large project oversight files

• Insurance plans and claims

• Labor market and job service 

• Human rights
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Permanent Government Records

• Biennial and annual reports

• Speeches and presentations by 
elected officials

• Vital records – birth, death 
and marriage certificates

• Aerial photography

• Real property records 
including state lands

• Executive decision support

• Blueprints and building plans

• Web sites

• Statistics and demographics

• Board and Council minutes

• Court rulings

• Bills, rules and ordinances

• Plans

• News releases

• Indices

• Election results

21



Digital Preservation Capability Maturity 
Model (DPCMM)
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Available at www.securelyrooted.com/dpcmm



RISK: File Format Obsolescence

• A requisite for a sustainable digital preservation program 
that ensures long-term access to usable and understandable 
electronic records is mitigation of file format obsolescence.  

• Current best practice for mitigation of file format 
obsolescence involves three separate but related actions:

• Technology Watch

• Adoption of OSTN

• Collaboration and upstream engagement



Action 1: Technology Watch Program

• The first action is to support a Technology Watch Program
on the sustainability of file formats 

• This can be achieved through an external service like the U.S. 
Library of Congress or PRONOM, the technical registry of 
the National Archives of the United Kingdom

• www.digital preservation.gov/formats/index.shtml

• www.nationalarchives.gov.uk/PRONOM/Default.aspx 



Action 2: Commit to Open Standard 
Technology Neutral File Formats

• Open standard platform-neutral file formats are 

• developed in an open, public setting

• issued by a certified standards organization, and 

• have few or no technology dependencies



Action 3: Collaborative and Proactive 
Relationships with Producers 

• The third action pertains to proactive engagement and 
collaborative working relationships with Records Producers to 
advise them on the use of preservation ready file formats 
when they create and maintain electronic records of long-
term and permanent historical, legal, or financial value that 
will be transferred to the custody of a preservation 
repository.

• Other key stakeholders include: Information Technology and 
Management, Procurement, Legal, Compliance, Audit, etc.



Preservation-Ready Defined

• Preservation-ready digital records are encoded in an 
interoperable technology neutral open standard format and 
all necessary metadata has been assembled so they can be 
transferred (i.e., ingested) into a digital preservation 
repository with little or no additional processing. 

• Preservation-ready formats support capturing long-term 
digital content early in an operational environment, which 
can be construed as upstream and/or active preservation.



Paradigm Shift Required

• Requires infrastructure for electronic records lifecycle 
management

• Awareness and engagement upstream in the procurement, 
design, implementation and maintenance of information 
systems and business processes

• Explicit guidance in appraisal and retention instruments

• Proactive capture and transfer as early as practicable

28



Scheduling, Accessioning and Pre-Ingest 
Capabilities

• Well-documented and agreed upon collection policies

• Selection criteria

• Collection development and technical strategies for 
continuing access

• Procedures for retaining digital objects as well as de-
accessioning

• Intellectual property rights management

• Integrity validation and audit trails
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Prepare for Transfer

• Reformat the digital object according to repository policies

• Ensure all necessary metadata accompanies the object

• Create Submission Information Package (SIP) in accordance 
with agreements and policies negotiated with the repository
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Quality and Functionality Factors for 
Selected Content Types

• Still Images

• Clarity (support for high image resolution)

• Color maintenance (support for color 
management)

• Support for graphics effects and typography

• Support for multispectral bands

• Sound

• Fidelity (support for high audio resolution)

• Support for multiple channels (including 
note-based, e.g., MIDI)

• Support for downloadable or user-defined 
sounds, samples, and patches

• Text

• Support for integrity of document structure 
and navigation

• Support for integrity of layout, font, and 
other design features

• Support for rendering for mathematics, 
formulae, diagrams, etc.

• Moving Images

• Clarity (support for high image resolution)

• Fidelity (support for high audio resolution)

• Support for multiple sound channels

SOURCE: http://www.digitalpreservation.gov/formats/intro/format_eval_rel.shtml



Audio Files

• Broadcast Wave Format (BWF)

• BWF is an international standard issued by the European 
Broadcasters Union that supports the seamless exchange of 
audio material between different broadcast environments 
and between equipment based on different computer 
platforms. 
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Relational Databases

• Structured Query Language (SQL)

• SQL is an international standard (ISO/IEC 9075, 2011) 
that supports the extraction of relational database tables 
from one relational database application and migration of 
the tables to another relational database application. 

• This extract function can be used to create reports from a 
relational database system that can be captured as non-
processible PDF/A-1 digital documents for long-term 
preservation. 
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Relational Databases

• Extensible Markup Language (XML)

• XML is a World Wide Web Consortium (W3C) standard for 
marking structured and unstructured content documents so 
that they are interoperable.  

• Interoperability is achieved through the assignment of tags 
(Document Type Definition) to the logical structure of text-
based digital content and the use of a Style Sheet for 
rendering the content into human readable form.   

• A Document Type Definition assigns tags that define the 
logical and semantic structure of text based documents.  
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Spreadsheets

• Comma-Separate Values (CSV)

• A de facto standard for importing and exporting tabular 
data from spreadsheets and simple databases.  

• The tabular data consists of rows of plain text (e.g., ASCII) in 
organized fields (columns) that are delimited by comas, 
semicolons, or spaces.  

• Rows are considered as data records, each of which has the 
same sequence of fields. 
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XML is an 
option too
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American Standard 
Code for Information 
Interchange (ASCII)

Hyper Text Markup 
Language (HTML)

Open Document Format 
(ODF)

Text
First introduced in 1963, ASCII
encodes text for computer 
processing. 

ASCII does not support 
formatting functionalities 
associated with word processing 
applications so rendered text will 
not have the physical structure 
and appearance of text 
produced with a word 
processing application.

The absence of a formatting 
functionality means that ASCII 
encoded text is processible on 
virtually any technology 
platform and can be rendered 
by any text editor. 

HTML is a mark-up (i.e., 
tags) language initially 
designed (1990) for 
creating interoperable text, 
image, and audio digital 
context for web browsers.  

In 2000 it became an 
international standard: ISO 
15445:2000. 

ODF is an International 
Standards Organization 
standard, ISO 
26300:2000.  

It is an XML (markup 
language) standard for 
creating interoperable office 
documents, including text, 
spreadsheets, presentations, 
and charts. 

XML is an 
option too



Photographic Images

• Joint Photographic Experts Group 2000 (JPEG 2000) 

• JPEG 2000 is an international standard (ISO 15444-1) 
that supports both lossy and lossless compression of digital 
photographic images.  
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Graphics

• Scalable Vector Graphics (SVG)

• SVG is a World Wide Consortium (W3C) oen standard 
technology neutral XML-based image format for 
interoperable two-dimensional vector graphic images that 
supports interactivity and animation.

• The scalable feature means that rendering of a SVG image is 
independent of the rendering capability of a printer or 
monitor. 
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Video Files

• Motion Joint Photographs Experts Group (Motion JPEG 2000)

• Motion JPEG 2000 (MJPEG 2000) is an International Standard 
(ISO 15444-3) for lossless compression of each video frame in a 
digital video sequence separately as a JPEG image..

• Moving Pictures Expert Group-4 (MPEG-4)

• MPEG-4 is an International Standard (ISO 14496) for the 
compression of digital audio content.  
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Websites and Web Pages

• Web ARChive  (WARC)

• WARC is an interoperable international standard (ISO 
28500) for harvesting, accessing, and exchanging digital 
content over the Web. 
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From 
the Internet Archive



Scanned Images, Text, Photos and 
Spreadsheets
• Portable Document Format Archive (PDF/A-1, PDF/A-2, PDF/A-3)

• PDF/A-1 is an international standard (ISO 19005, Document 
management-Electronic document file format for long-term preservation) 
that enables the reliable and consistent rendering of digital documents over 
time independent of the tools used in their original creation and storage. 

• achieved in part by requiring PDF/A-1 conforming documents to embed type fonts 
(where this is legally permitted), 

• prohibiting external links that may not be available at the time of rendering, device 
independent color space. 

• Since its publication in 2005 PDF/A-1 has undergone two revisions, PDF/A-
2 and PDF/A-3, that have introduced new functionalities. 

• PDF/A-2 and PDF/A-3 are backwardly compatible with PDF/A-1, which 
means that the functionalities of PDF/A-1 documents will be supported for 
many years into the future. 
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PRESERVATION READY FILE FORMATS

Content Type Processible Limited/Non-processible

Audio BWF

Relational Databases SQL, XML

Photographs JPEG 2000 PDF/A-1, A-2 A-3

Scanned Images PDF/A-1, A-2, A-3

Spreadsheets CSV, XML PDF/A-1, A-2, A-3

Text ASCII, HTML, ODF, XML PDF/A-1, A-2, A-3

Vector Graphics SVG

Video MPEG 4, Motion JPEG 2000

Web Pages WARC



Session Wrap-up
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JUST PUBLISHED
Building Trustworthy 
Digital Repositories

Theory and Implementation

Edited by Philip C. Bantin



This I Believe

• Continuity of digital information across time and systems 
requires planning, governance, resources, and an awareness 
of file formats, standards, and computing trends

• Capabilities to transfer authentic digital objects and their 
associated metadata between trustworthy digital systems 
while managing ownership, privacy and security rights is 
essential to effective records management
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Planning for Long-Term eRecords

• Plan and budget for long term preservation at the point of 
information system acquisition and during contract and/or 
service level agreement negotiations

• Educate stakeholders on how to integrate digital continuity 
considerations into business process changes and technology 
updates

• Embed transfer to trusted digital repository (internal or 
external) into automated workflows wherever possible
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Planning for Long-Term eRecords

• Ingest digital content to preservation environment as soon as 
practicable

• Manage risks and challenges of technology obsolescence by 
making e-records “preservation-ready”

• Benefit from collaboration with other institutions facing 
similar challenges and/or look to national archives for file 
format transfer guidance
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Thank you!

loriashley@wi.rr.com
www.securelyrooted.com
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